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1 Introduction

The KuppingerCole Leadership Compass provides an overfa@ndors and their product or service

offerings in a certain market segment. This Leadership compass focuses on the market sebAeBof
(Cloud Access Security BroRer€ASBs address the dealges of security and compliance around the use

of cloud services. They provide security controls that are not available through existing security devices
and provide a point of control over access to cloud services by any user and from any devicerkBte m

for CASBs has evolved from the first products that focussed on the discovery of cloud usage, through
network access control points to become integrated cloud security solutions. These are sometimes called
CASB+ or CASB 2

KuppingerColéd-eadershiplCompass
Cloud Access Security Brokers
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1.1 Market Segment

Most organizations are now using several cloud services as well@®onses and hosted IT services.
This hybrid environment has given rise to many challenges in the areas of management, saudirity
compliance. This is because use of these sens is not well integrated into the normal IT and access
governance processes and technologies found within organizatiémshermore, the use of these
servicegreateother risks.

Employees and associates can use their personal cloud services to perform their jobs without reference to
their employer. Lineof business managers can acquire cloud services without perfomsikgssessment

or considering the impact of these on compli®. The requirements for control over the processing and
storage of personadatafrom therecent EUGDPR isne exampleof these challenges. The uncontrolled

use of cloud services also increases cyisis; cyber adversaries may obtain unauthorizeckss to steal

or corrupt data held in the services, as well as to plant malware that could then infect the organization
using them.

In an ideal world, the functionality to manage access to cloud services and to control the data that they
hold would be intgrated with the normal access governance and cyber security tools used by
organizations. However, these tools were slow to develop the required capabilities, and this has led to a
market in CASBs (Cloud Access Security brokers) to plug the gap. dbis tiwdit some of the CASBs on

the market have already been acquired by major security software vendors and are being integrated into
their toolsets.

Detect
Cloud
Procu::ment Risk Analysis Shadou_r Cloud Monitor Cloud
Process Process Remediate All Usage
Cloud

Controls

Cloud Governance

Figurel: How CASB fits into Cloud Governance

Figure 1 illustrates how CASBs fit into the overall cloud governance probesmsicfunctionalities that
CASBprovide are:

Discovery of what cloud services are being used, by whom and for what data.
Control over who can use which services and whaadan be transferred.

Protection of data in the cloud against unauthorized access and leasagell as cyber
threats.
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The products which address various aspects of this provide overlapping functionality and these solutions
include:

Rights Managemeng that provide granular access control over access to unstructured
files.

Data Leakage Preventigrthat provide discovery and control over the sharing,
transmissionandstorage in the cloud of specific classes of data.

Secure Web Gatewayghat protect websurfing devices from infection and enforce
company policies.

CloudAccesssecurityBrokersc that provide granular access over who can access cloud
services and theuhctions that they can perform.

Discovery Control Protection
Rights Management | Sometimes include Over individual access| Against unauthorized
rules to detect specific| to unstructured files access to files including
kinds of data if forwarded or leaked
Data Leakage Of specific kinds of Warn, report, Against unauthorized
Prevention data stored or being | quarantine, remove storage and
transmitted data, prevent transmission of specific
transmission types of data
Secure Web Gateway @ Access to URLs Over which services | Protect websurfing

(URLS) can be accesse devicesfrom infection
and malware filtering | and enforce company

policies.
Cloud AccesSecurity | Who is accessing whic| Granular control over | Against unauthorized
Broker cloud services who can access which| access to specific
transacions from services, transactions
where using which anddata
device
Access Governance Of user, roles and Over entitlements Enforcement of
entitlements. against policies and allocation of

separation of duties. | entitlements that are
against policies and
separation of duties

The distinction between these types of product and the functionalities provided by Cloud Access Security
Brokers are shown in the table. Thext generationCASB 2 or CASB+ solutions now on the market
providing several of these functions, sometimes thriouigbuilt capabilities and sometimes through
integration with other products.

There are two basic discovery and control models used by CASB+ solutions: Hedeeakcontrol (using
a proxy for example) and clotgkrvicebased control (using clougkrvice APIs). Each of these
approaches has advantages and disadvantages. The better solutions use a combination of the two.

However, the integration of CASBs with the traditional security products is not en@®8Bs should

become more integrated witidentity and access technologies over time. There is already a level of
integration between most CASBs and user directories and IDaas to identify users and feedback to enable
or disable access via these. Access to cloud services and the ahifitpad/ downloadcontent should
ultimately be governed through the same processes as access to other kinds of services.

KuppingerCold-eadershiprCompass
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1.2 Required capabilities
The core features and functionalities that we are looking for include but are not limited to:

Discovery of cloud sendes being used from within the organizatjon

Access Controlof access to cloud services from within the organization in a granular manner
Securing DataThe functionality provided by the product to implement security controls over
organizational datatat is held in or being moved to cloud services

These featureshouldalso be supplemented in ways that support:

Compliance functionality provided by the product to support the use of cloud services by the organization
in compliance with laws and regtions

Cyber Securityhow the productdhelpthe organization to protect againsyber securityisks from the use

of cloud services.

Specific functionality that we are looking for include:

1.2.1 Discovery of Cloud Usage

How the product helps an organizatiom dliscover and control the use of cloud services from within and from
outside of the organization. This includes:

The approach used to discover the use of cloud services;

Whether or not the individual identities of people using the services are recorded;

The kinds of enterprise data that the product can detect are being held in cloud services;
Risk profiles of different cloud services

Cloud traffic (to/from, sharing, collaboration etc.)

The functionality provided to control access to claatvices

Cloud service configuration assessment and controls

1.2.2 Access Control

How the product helps to control access to cloud services. This may be at a service by sendagviengethe
ability to prohibit or allow the use of specific cloud servicksnay also enable more finely grained access
control based on individual user identities, devideansactionsanddata We specifically look at:

Access policies supported,;

The granularity of access controls;

Support for standards like SAML, OAuth X#CML;

Integration with organizational identity and policy stores

Integration with the access controls provided by the clgedvicegshemselves;
Adaptive authentication

Identifying user activity, such as privileged user traffic patterns.

Integrationwith on-premises accss governance.

KuppingerCold-eadershiprCompass
Cloud Access Security Brokers

R tNo0.70614
eport o Page8 of 52



sKUppingercoie

ANALYSTS

1.2.3 Securing Data in the Cloud

This includes the functionality provided by the product to implement data security controls. These may
include controls based on the classification or types of data as well as functionalisctiver sensitive

data that is held in or being moved to a cloud service. Controls may be implemented through detection,
warning, quarantining, blocking, encrypting or tokenizing data. graeularity of thecontrolsis also
important, and include:

Clou service models supported,;

{LISOATFTAO Of 2dzR aSNIAOSAEA &adzLILRNISR a2dzi 2F (GKS ¢
Types of data protected;

The mechanisms used to protect the daf@JEBA, collaboration control, device control

etc.)

DLP and RMS capabilities antkgrationwith othervendoda W 5[t Yy R wa{ &2f dziaA2

Kinds of encryption used and how keys are managed.

1.2.4 Compliance

How the product helps to support the use of cloud services by the organization in a way that is
compliance with laws and regulations, specifically:

The kinds ofunctionality provided by the product to support compliance;
¢KS O2YLX AlIYyOS IINBlFra yR NB3IdZ FdAz2ya F2N 6KAOK
functionality;
The standards to which the product has been certified;
¢KS LINPRdzOG Qa Y2ydpabdithd yd | yR NBLR2NIAyYy3I O
1.2.5 Cyber Security

This area covers how the produdtslpthe organization to protect against cyber risks. Using cloud
services increased the attack surfacedgber criminals The products often provide features to mitigate
this. For examplehrough control overwhich devices have access to specific cloud services and hence
prevent access from unregulated devices. They may also provide mechanisms to monitobabe®gs's
to help to identify hijacked accounts and malwagmecificallywe consider:

The kinds of cyber risks that the product can detect and protect against;

The way in which the product protects data held in cloud services against unauthorized
access and leakage;

The extent to which the product monitors access to data hettiéncloud;

Integrated malware detection and antimalware capabilities or integration adtlutions
from other vendors

Reporting and integration with security intelligence systems.

1.2.6 Other Unique Features

We also consider any other unique features or funmdility provided by the product.

KuppingerCold-eadershiprCompass
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2 Leadership

Selecting a vendor of a product or service must not be only based on the comparison provided by a
KuppingerCole Leadership Compass. The Leadership Compass provides a comparison based on
standardized criteria andan helpto identify vendors thatshouldbe further evaluated. However, a

thorough selection includes a subsequent detailed analysis and a Proof of Concept pilot phase, based on
the specific criteria of the customer.

Based on ouanalysiswe created the various Leadership ratings. The Overall Leadership rating provides a
combined view of the ratings for

Product Leadership
Innovation Leadership

Market Leadership

KuppingerColéd-eadershiplCompass
Cloud Access Security Brokers
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2.1 Overall Leadership
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Figure2: The Overall Leadership rating for tH&loud Access Security Brokersrket segment

In the Overall Leadership rating, we fisglveralvendors in the Leaders segment.

Microsoftand Symanteaow take the leadership positiorisllowing theirintegration ofthe products that
they acquired into fully functional CASB 2.0 solutioMicrosoft, through its acquisition of Adallophas a
strong product which has been well integrated with Microderfiterprise Mobility+ SecuritySuite

Symantec hamtegrated the cloud data protection products that were acquired and developed by Blue
Coat and released them as Symantec CloudSXI¥D. included are Oracle that acquirealé?raLORI@nd
CipherCloud that was an early entrant into this mar&etl has a rature product with a strong and still
growing user baseMcAfee acquired Skyhigh Networlen early entrant in this markewith a strong
customer base Palo Alto Networks acquired CirroSecure in 2015, which was later launched as Aperture
after integraton into the Palo Alto Networks Security Operating Platfarnich added to the Palo Alto
Networks NexiGeneration Security Platfornt. K SA NJ LJ | i F 2 NY Q& extehded in 2017tdl 6 A f
include forward and reverse proxy CASB capabilities throu@dlatsalProtectloud service.

In the Challengesegmentwe seesome of the large security vendors who have now developed or
acquired CASB products to fill a gap in their product line. TihekeleCiscahat acquired Clouldck Inc.
and has integrated their CASB productCascaCloudock. ForcepointCASB came thrgin the acquisition
of Skyfence from Imperva in early 2047d Proofpoint throughrireLayers in 2016

CKSNE INB y2 @OSYR2NB Ay GKS C2ff2¢6SNRa aS3avySyl

Overall Leaders are (in alphabetical order):

CipheCloud Oracle
McAfee Palo Alto Networks
Microsoft Symantec

KuppingerColéd-eadershiplCompass
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2.2 Product Leadership

The first of the three specific Leadership ratings is about Product Leadership. This view is mainly based on
the analysis of product/service features and tnerall capabilities of the various products/services.

PRODUCT

¥3avan

®— MICROSOFT

CIPHERCLOUD ®- SYMANTEC

NETSKOP® @ ORACLE

CENSORNET® o

FORCEPOIN® \ PALO ALTO NETWORKS
MCAFEE 2
A @ CISCO >
et
o -
PROOFPOINT® m
— =
@
=
A

OVERALL

Figure3: ProductLeaders in theCloud Access Security Brokerarket segment

Product Leadershig the view where we look specifically at the functional strength and completeness of
products] SNBEX 6S FTAYR a2YS Y2NB @OSyR2NB GKIFGO YIRS Al
Support for full CASB 2.0 functionality now sets the benchiimarikclusion inthe product leadersThere

are now many good products in this markmtt only a few thaprovidecomplete CASB 2.0 functionality.

These include the products fro@igherCloud Microsoft, Netskope Oracleand Symantec

Ly GKS / KIf wWeHhdBINgASE 8P H2¢¥ R LINRPRdzOGa 6KAOK RARY
sections because of maturity or missing some of the features found amongst the leaders.
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Product Leaders (in alphabetical order):

CipherCloud Oracle
Microsoft Symantec
Netskope

KuppingerColéd-eadershiplCompass
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2.3 Innovation Leaders

Another angle we take when evaluating products/services concerns innovation. Innovation is, from our
perspective, a key capability in IT market segments. Innovation is what customers require for keeping up
with the constant evolution and emerging requirents they are facing. Innovation is not limited to
delivering a constant flow of new releases, but focuses on a custonmrted upgrade approach,

ensuring compatibility with earlier versions especially at the API level adeloreringleadingedge new
features whichmeetemerging customer requirements.

INNOVATION
—
m
>
O
m
o)
@ SYMANTEC
CIPHERCLO
ORACLE
NETSKOPE® o
e MICROSOFT
@ PALO ALTO NETWORKS
O
- ® PROOFPOINT g
=
@ CENSORNET E
i FORCEPOIN® 7
o ® Cisco o)
Z m
A

Figure4: InnovationLeaders in theCloud Access Security Brokermrket segment

When looking at Innovation Leadershipe see a different pictureThe Innovation Leadership rating
showsthe vendors as the leaders in this segment that have shtherconsistentinnovationand where
they have acquired producthese have been innovatively integrateany of the major vendors in the
security marketplace have moved into the Cloud Access Security Broker market segment through

KuppingerColéd-eadershiplCompass
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acquisition. This has promise for customers when the acquired products have been fully integvited
0§KS NBfSOIyid d8y R2NRA 20 KSNJ LINR

The leaders, Ciphé&loud,McAfee Microsoft, Netskope Oracleand Symantedave driven this market
forward through innovatiorand integration otheir products. These include in alphabetic order:

CipherCloud Netskope
McAfee Oracle
Microsoft Symantec

KuppingerColéd-eadershiplCompass
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2.4 Market Leadership

Finally, we looked at Market Leadership, i.e. the number of customers, the partner ecosystem, the global
reach, and related factors affecting the leadership in a market. Market Leadership, from our point of view,
requiresglobalreach.

MARKET

d43avan

MICROSO @- SYMANTEC

PALO ALTO NETWORKS
MCAFEE
ciscoe R‘K.QTSEACLE

PROOFPOIN®
NETSKOPtp @ CIPHERCLOUD

- @ CENSORNET
@ FORCEPOINT

AIONITTVHO

sKUppingercoie )VERALI

Figure5: Market Leaders in theCloud Access Security Brokergrket segment

In this segment, the leading vendors are those that have a global presence with large customer bases and
extensive partner ecosystems. These includeléinge multiproduct vendors such as Microsoft and
Symantec.

The other vendors in the challenger section have good products but do not have the same global
presence.

Market Leaders (in alphabetical order):

Cisco Oracle
McAfee Palo Alto Networks
Microsoft Symante

KuppingerColéd-eadershiplCompass
CloudAccess Security Brokers
Report No.70614
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3 Correlated View

While the Leadership charts identify leading vendors in certain categories, many customers are looking
not only for, say, a product leader, but for a vendor that is delivering a solution that is both featare

and continuously improved, which would belicated by a strong position in both the Product Leadership
ranking and the Innovation Leadership ranking. Therefore, we delilditionalanalysis that correlates
various Leadership categories and delivers an additional level of information and insight.

KuppingerCold.eadershipCompass
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3.1 The Market/Product Matrix

The first of these correlated vieWsoksat Product Leadership and Market Leadership.

MARKET
N O
T
>
<
hY
YMANTE ®
[ S C %
®— MICROSOFT
MCAFEENG PALO ALTO NETWORKS
ciscoe @ ORACLE

PROOFPOIN® _ _ -~

@ CIPHERCLOUD
NETSKOPE

1INHVIN

CENSORNE®
FORCEPOIN®

UppiIingercoie PRODUCT

ANALYSTS

Figure6: The Market/Product Matrix. Vendors below the line have a weakaarket position than expected according to their product maturity.
+SYR2NHE F62@S GKS tAyS FNB &a2NIl 2F G2FSNLISNF2NY¥SNERE 6KSy O2YLI NXy3
In this comparison, it becomes clear which vendors are better positioned iaralysis of Product

Leadership compared to their position in the Market Leadership analysis. Vendors above the line are sort of
G2OSNILISNF2NX¥AYIE Ay GKS YIENJSGe LG O02YSa Fa y2 a
vendors below the ifie frequently are innovative but focused on specific regions.

The matrix shows a picture that is typical &molvingmarket segments, with a rather broad distribution of

the various players across the quadrants and a weak correlation between Market sleipdend Product
Leadership.

In the upper right box, we find MicrosefDracle and Symantec. These vendors are leading in both the
product and market ratings.
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Below these, we fin€ipherCloudind Netskopewhichareproduct leadeso dzii y2G Ay GKS all
segment.

On the other hand, in theenter top box, we se€isco McAfeeand Palo Alto networkkaving a significant
market share while not being counted amongst the Product Leaders.

In thecenter of the graphic, we find (in alphabetical orge€ensoNet, Forcepoint and Proofpoint These all
have respectable positions in both the Product Leadership and Market Leadership ratings and thus are
interestingalternativesto the leading vendors.
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3.2 The Product/Innovation Matrix

The secondiew shows how Product Leadership and Innovaticedieeship are correlated. It is not surprising
that there is a pretty good correlation between the two views with few exceptions. This distribution and
correlationare typical formost markets with a significant number of established vendors plus some smaller

players
TECHNOLOGY
1 —
M
>
O
MICROSOFT %
wm
CIPHERCLOUD
[ o— SYMANTEC
- ORACLE
- ’(;JETSKOPE
CENSORNET®
Forceroin? // g MCAFEE
/
% cilsco-e 'PALO ALTO NETWORKS
(@)
é PROOFPOIN®
FRUPpINgErcore INNOVATION ’

Figure7: The Product/Innovation Matrix. Vendors below the line are more innovative, vendors above the line are, compared to the
current ProductLeadership positioning, less innovative.

This chart shows a quite interesting pictwiéh a spread of innovation angroduct capabilities.

CipherCloudMicrosoft, Netskope Oracleand Symanteare both technology and innovation leaders and so
are in the topright-handquadrant.

McAfee has shown significant innovatibat is not a product leader and so is in thight-handcenter
guadrant.
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¢ KS NBYI A yprodits @$Sd¢ iR thékktaRof the chartincluding CensorNetCisco Forcepoint
Palo Alto Networksand Proofpoint
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3.3 The Innovation/Market Matrix

The third matrix shows how Innovation Leadership and Market Leadership are related. Some vendors might
perform well in the market without being Innovation Leaders. This might impose ®ttiskir future

position in the market, depending on how they impeotheir Innovation Leadership position. On the other
hand, vendors which are highly innovative have a good chance for improving their market position but might
also fail, especially in the case of smaller vendors.

BIG

S3aNO

MICROSOFT
e SYMANTEC

PALO ALTO N ETWOFH&S
Ciscce

PROOFPOIN® - -
”

- g~ CIPHERCLOUD
& NETSKOPE

1IMHVIN

CENSORNE®
FORCEPOIN®

~cuppingereore INNOVATION

Figure8: The Innovation/Market Matrix

Vendors above the line are performing well in the market compared to their relative position in the
Innovation Leadership rating, while vendors below the line stiased on their ability to innovate, the
biggest potential foimproving their market position.

Again, as in the Product/Market Matrix, the vendors are widely distributed, shosvifygveakcorrelation
between the market presence and the level of innovation they provide.
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McAfee,Microsoft, Oracle and Symanteare found in thetop right-hand quadrant having both an excellent
position in the market and presenting innovative capabilities to their custom@iscoand Palo Alto
Networksarein the center top showing a strong market position but a lower level of innovation.

CipherClouand Netskopeare bothinnovative butdo not have the sammarket shareasthe large vendors

The remainingyendors surveyed fall into theenter of the chart: CensorNetForcepoint and Proofpoint
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4 Products and Vendors at a glance

This section provides an overview of the various products we aaabzed within this KuppingerCole

Leadership Compass @loud Access Security Brokedside from the rating overview, we provide additional
comparisons that put Product Leadership, Innovation Leadership, and Market Leadership in relation to each
other. These atiw identifying, for instance, highly innovative but specialized vendors or local players that
provide strong product features but do not have a global presence and large customer base yet.

4.1 Ratings at a glance

Based on our evaluation, a comparative overvidwhe ratings of all the products covered in this document
is shown irTable1.

Product Security Functionality  Integration Interoperability  Usability
CensorNet Positive Positive Strongpositive  Strong positive  Strong positive
CipherCloud Strongpositive  Strong positive Strong positive Strong positive  Positive
Cisco Positive Positive Stong positive Positive Strong positive
Forcepoint Positive Strong positive Srong positive Positive Strong positive
McAfee Strong positive Strongpositive Positive Strong positive  Strong positive
Microsoft Strong positive Strong positive Strongpositive Strong positive  Strong positive
Netskope StrongPositive Strongpositive Strong positive Positive Positive
Oracle Strong positive Strongpositive Srong positive Positive Strong positive
PaloAlto Networks Positive StrongPositive Strong positive Strong positive  Strong positive
Proofpoint Positive Positive Positive Positive Positive
Symantec Strong positive Strong positive Srong positive Strong positive  Strong positive

Tablel: Comparative overview of the ratings for the product capabilities

KuppingerCold.eadershipCompass
Cloud Access Security Brokers

Report No.70614

Page?24 of 52



zKuUppingercoie

ANALYSTS

In addition, we provide iffable 2 an overview which also contains four additional ratings fontiedor,
going beyond the product view provided in the previous section. While the rating for Financial Strength
applies to the vendor, the other ratings apply to the product.

Vendor Innovativeness Market Position Financial Strength Ecosystem
CensorNet Positive Neutral Positive Neutral
CipherCloud Positive Strong positive Neutral Positive

Cisco Positive Strong positive Strong positive Strong positive
Forcepoint Neutral Positive Neutral Weak

McAfee StrongPositive StrongPositive Positive StrongPositive
Microsoft Positive Strong positive Strong positive Strong positive
Netskope Positive Strong positive Neutral Positive
Oracle Positive Positive Strong positive Strong positive
PaloAlto Networks Positive Positive Strongpositive Strong positive
Proofpoint Positive Strong positive Strong positive Positive
Symantec Strong positive Strong positive Strong positive Strong positive

Table2: Comparative overview of the ratings for vendors

Table N5 lj dzA NB a

az2vys

F RRAGAZ2YE

SELX FylFGA2y NBIF NRAY

In Innovativeness, this rating is applied if vendors provide noneery few of the more advanced features
we have been looking for in that analysis, like support for mtatiancy, shopping cart approaches for
requesting access, and others.

These ratings are applied for Market Position in the case of vendors which have a uex Visibility
outside of regional markets like France or Germany or even within these malitally the number of
existing customers is also limited in these cases.

In Financial Strength, this rating applies in case of a lack of information about financial strength or for

vendors with a very limited customéase butA a

It a2

oFrasSR 2y

az2ys

20 KSNJ C

the vendor is in a critical fimeial situation; however, the potential for massive investments for quick growth

LILIS I NA&

G2 o8

disappear from the market.

fAYAGSR® hy

iKS

20KSNJ KFyRZ AGQa |

Finally, a critical rating regardingdsystem applies to vendors which have opa very limitedecosystem
with respect to numbers and regional presence. That might be company policy, to protect their own
consulting and system integration business. However, our strong belief is that gradittuacessful market

entry of companies into a market segment relies on strong partnerships.
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5 Product/service evaluation

CKA&Z aSOlA2y O2yilFlAya I 1jdzAi O]l NYXaGAy3a F2N) SOSNE L
Leadership Compass document. For many ofpitulucts there are additional KuppingerCole Product
Reports and Executive Views available, providing moreilddtanformation.
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5.1 CensorNet

CensorNet has its headquarters in Basingstoke, UK with offices in Austin, US; Copenhagen, Badmark
Munich, Germany. CensorNet provides a range of solutions to help with the challenges of managing cloud
applications in amicreasingly mobile work environmentCloud Application Security (CAS) from CensorNet
provides a single point from which to discovanalyze and manage cloud services across multiple networks
and devices.

Strengths Challenges
Discovery of use throughline inspection of Limitedbut growing customer base
network traffic, agents and API connectors Small partner ecosystem, but some large
Strong cybessecurity capabilities protect partners onglobalscale
against malware and other cyber risks; Low penetration in the North American
Cloud Gateway can be installed on a virtual markets;
machine or physical server and is available as Depends uporncryptionfunctionality
a cloud service provided by cloud service to protect data at
Control of access to cloud services based on rest in theservice

enterprise identityand policies
Integration with ADS.
Widerange of SaaS covered out of the box

Table3:/ Sya2NbSiQa YI22N) aidNBy3aika FyR OKIffSy3aSa
The key features provided hlgis solution are:

Cloud Application Security¥sdzf t @ Ay GS3aANF SR 6AGK /Syaz2zNbSiQa
includes Email Security, Web Secymyd Multi-Factor Authentication. USS provides a single web
interface for central policy configuration and management, as well as data vai@aliand reporting.
Policies securaccess tsanctioned cloud services such as Salesforce, OfficeB@Boxdown to

individual featuresand actions within applications. It is possible to block generic actions across all
applications or groups @pplicationsas well as based on content.

Central keyword lists can be applied and used for Biyie scanning of inbound and outbound email,
web content, social media posts, and also in files uploaded to cloud storage apps (including Dropbox,
Box, Google DriveMS OneDrive and SharePoint).

Protects against malware and other cloud threats using multiple security layers and a combination of
technologies DeepinspectionallowsSSL encrypted traffio be scanned for malware.

Security Positive CENSORNE
Functionality Positive

Integration StrongPositive

Interoperability Strong Positive

Usability StrongPositive

Table4d:/ Sya2NbSiQa wlkiAy3
CensorNet products provide a good range of
control over access to cloud services with a
growing number of customers in Europe. The
challenge is for this success to be repeated in
the USA.
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5.2 CipherCloud

CipherCloud has its US headquarters in San Jose CA with offices worldwide. CipherCloud was founded in 2010 with a
focus on enabling enterprises in a wide range of private and public sectors to secure their data and adopt the use of
cloud services with cdidence and compliance. The specific solutions covered by this rex@ipherCloud CASB
Platformwhich was launched in April 2018

Strengths Challenges

AnyApp connector enables customers to protect The integration with some Saa$S services depen
their own applications with Cipher Cloud CASB+; upon the undocumented and unsupported data

Encryption provides full end to end data structures in the network traffic. However,
protectionwith a native key management CipherCloudloesuse documented APIs where
solution in addition tawith full support for HSM; available.

Providesnline adaptiveaccess control to data Potential customer base may be eroded by
basedon various contextual attributes like User, functionality built intoSaaS services.

Groups, Device Profile,@t CipherClouctlains the opposite is the case.

In use by customers to achieve compliance with
wide range of data security standards
Widerange ofenterpriseSaaS covered out of the
box

Integration with leading IDaa®lutions.

Table5: CipherCloud's major strengths and challenges

The key features provided by the CipherCloud GAX&form are:

AnyApp allows customers to integrate the dai@tection capabilities for their own custom cloud

based applications

Datatokenization, encryption, and key management with the flexibility to address a mix of security
requirements. It includes data protection, data loss prevention, native device reamag, secure

offline data access, automated PIl anonymization, and HSM sypport

+AaA0AfAGe FT2NJGKS 2NHIYyATIFGA2yQa Of 2dzR dzal 3S (2 NB
on the risk of each cloud service being used;

Protection to identifyand stop threats that are being shared through cldaabed services.

This includes capabilities such as adaptive access control, user andbehtityioranalytics;

Offers access controls durimgithentication basen attributes like user, groups, location, device,.etc
Enables compliant use of cloud applications against a range of current and pending global privacy and
compliance regulations including PCI, PIl, HIPAA, GDPR, and others

Integration withenterprise tools like DLP, EMM, SIEM, IDP, etc. leveegging investments.

Security Strong Positive CIPHERCLOUD
Functionality StrongPositive

Integration StrongPositive

Interoperability Strong Positive

Usability Positive

Table6Y / ALIKSNJ f 2dzRQa wl GAy3

CipherCloud provides a strong solution for securing
data held in SaaS services and for controlling acce:
to that data. It has numerous examples of custome
that have used its products to achieve compliance
with a range of laws and regulations.
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5.3 CiscoCloudlock®

Ciscas a is the worldwide technology company founded in 198#&c@ @loud securityportfolio is

comprised ofCiscaCloudlockCASBvhich was aguired in 2016together with CiscaUmbrella,which

provides security fomternet access at the DNS layend CiscaSteathwatchthat helpsto identify threat
activity in public cloud infrastructur€iscoCloudlock and Email Security provide visibility and protection for
SaasS apps, includj cloud emai This report coverthe CiscaCloudlock platform.

Strengths Challenges
App risk rating based dargeamount of Depends uporintegration with external IDaasS to
communitysourceddata; implement enforcement of user access controls
Integrated DLP engine witlangeof standard Detection depends upon Cloud service APIs
policies out of the box which may lead to delay in enforcement
Detection of abnormal usdyehaviorto enhance Dependencyn other vendors for identity
threat detection managment tools (IDaaS);
Widerange of Saa&pps overed out of the box Integration withAccess Governance systems.

Integration with otherCiscgproducts
Cisc®@ & & ( NEeyhatkeK Ay

Table7: CiscoCloudock’'s major strengths and challenges

The key features provided by the CloudLock Platform are:

TheCiscaCloudlock Apps Firewall discovers cloud apps connected via OAllh to
corporateenvironment andorovides a crowesourced Community Trust Rating for individual
apps, as well as the ability to ban or whitelist them based on risk profile and access scope
Cloud Data Loss Prevention (DLP) continuously monitors cloud environments to detect and
secure sasitive informationusingout-of-the-box policies as well asistompolicies.

Automated response actions can remediate risk in the event of a policy violation, including
end-user notifications, encryption, transfer of ownership, quarantine, and more.
Cros-platform User and Entity Behaviour Analytics (UEBA) for SaaS, PaaS, and IDaaS
environments leverages machine learning algorithms to detect anomalies. Cloudlock can also
detect activities outside of whitelisted countries and detect activities that cristamtes at
impossible speeds.

Security Positive cisco
Functionality Positive

Integration Strong Psitive

Interoperability Positive

Usability StrongPositive

Table8: CiscaCloud2 O1 Q& wl G Ay 3

CisccCloudlock CASB platform integrates witl

other Ciscaproducts andSecure Wh Gateway

technologies to defend against cybireats

and implement security control across-on

premises and cloud environments. It provides

an APdbased approach to cloud securityat is easy to deploy and simple to manage.
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5.4 Forcepoint

Forcepointwas formed in 2016 as a result of the combination of the Raytheon Cyber Products, Websense
and Stonesoft organizations. In 20EG@rcepointacquired the Skyfence CASB product and business from
Imperva.

ForcepointCASB Application Security Suite inclu@esid Governance and Cloud Audit and Protection.

These provide functions that discover cloud service usage, data loss prevention, user activity monitoring anc
cyber threat prevention.

Strengths Challenges
Part of a comprehensive suite of products Late into the market for CASBs
Both inline and offline deployment options Very smalpartner ecosystem;
Provides some cloud identity governance Integration with Access Governance systems.
capabilities;

Auditing of cloud privileged user activity;
Integrated data classification and DLP
integration.

Table9: Forcepoint'smajor strengths and challenges

The key features provided by these solutions are:

ForcepointCASB extends traditional cloud app discovery information by providing details on
risk factors that are unique to the organization. These include visibility into dormant
accounts, orphaned accounts and external accounts that present a variety of seislsty

LG Ffaz2 oSYyOKYFNJ & GKS 2NHIFIYyATIFGA2yQa Of 2dzR | L1
practices and regulatory requirements, to identify security and compliance gaps.

Monitors and controls uploading, downloading and sharingesfsitive data. It includes

inbuilt DLP capabilities and integrates using ICAP with existing enterprise DLP.

Realtime activity monitoring of users and analytics including privileged users

Establishes detailebehavioralprofiles based on the normal usagatterns for each user,
department anddevice. Anomalous access can be configured to alert, block or require two
factor authentication in reatime.

It is also possible to block or restrict access from unmanaged endBivit3D)

Security Positive T
Functionality StrongPositive

Integration Strong Positive

Interoperability Positive

Usability StrongPositive

Table10: C 2 N S Bating/ (i Q a

ForcepointCASB Application Security Suite
provides visibility and control over access to
both sanctioned and unsanctioned apps from
both managed and unmanaged devices. It
includes integrated DLP technology and
integrates with bothon-premiseuser
directories and aange of identity providers.
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5.5 McAfee® MVISIONCloud

McAfee, from its foundation in 1987, has a long history in the world of egbeurity. Acquired by Intel in
2010, it was spun back out, becoming McAfee LLC, in ApriMaifii headquarters in Santa@&a CAUSA In
January 2018 McAfee closed its acquisitioskfhigh Networks The Skyilgh CASB is now sold as the
McAfee®MVISIONCloudintegrated with other McAfee products.

Strengths Challenges
Comprehensive functionality Dependence upon external IAM systems.
Integration withexisting deployed Full integration with other McAfee products
complementary solutions. Administrator documentation is only available in
Innovative encryption capabilities a verylimited set of languages

Proven Compliance capabilities

Tablell:a O! F $&d@strengths and challenges

The key features provided bfcAfee®MVISIONCloudare:

Providesvisibility into data, context, and uséehavioracross all cloud services, users, aedicesEnables
reaktime actions to enforce policigguch as collaboration control, device control eajoss all cloud
servicego applyconsistent data protectionA registry of cloud services include€kud Trust Rating for
each service based on a 2pint risk assessmeniHelps to remediate security threats logntrollingrisky
userbehaviorand correctingmisconfigurations

The platform provides a unifiggblicy engine that covers data at rest andriansit which can leverage
policy templatesimport existing policies or create new ond3ut of the box policy templates cover a wide
range ofregulatory compliance needs.

Encryption of cloud data (in motion or at rest) using multgteryption schemas, supporting

customer keys (BYOK).

Cloud service configuration management.

Privacy guard leverages irreversible, oneway process to tokenized dataolding key data on premises
Uses machine learning to identify patterns indicativenaficious activity and data exfiltration. Forces
adaptiveauthenticationbased on policiethrough integration with IAM solutions.

Detects malwarghrough know signatures, sandboxesid behaviorindicative ofdata exfiltration or
ransomware.

Integrationg integrates with existing deployed

hardware and technology solutiomscluding:

firewalls, proxies, |IAM, DLP, SIEM and key

MCAFEE

management.
Security Strong Positive
Functionality StrongPositive
Integration Positive
Interoperability StrongPositive
Usability StrongPositive

Tablel22.a O! F f&itya

TheMcAfee®MVISIONCloudtogether with the other McAfee producisrovides a comprehensive set of
functionalities to ensure the secure and compliant use of cloud services.
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5.6 Microsoft

Microsoft Cloud App Security is based on the Adallom Cloud Access Security Broker which was acquired in
2015. This has now been fuihtegrated with other Microsoft products and forms part of Microsoft

Enterprise Mobility + Securiguite. Recently added newdturesincludecloud conditional accespp

control through a reverse proxy and deep integration with Microsoft Information Protection.

Strengths Challenges

In use bymanyMicrosoft customers;

Native integration with MicrosofEnterprise
Mobility + Securityguite;

Conditional access capabilities for any app both
on-premisesand in the cloud

Automated information protection capabilities to
apply labels and EDRMS across cloudamd
premises

Does not provide encryption/tokenization of
structured data held in cloud applications such a
CRM applications.

Gaining traction irorganizatiors where useof
Microsoft technology is limited.

While well integrated with Microsoft Active
Directory there is a lack of integration with other
Access Governance systems.

Outof the box integration with a wide range of
cloud applications;
Simplifiedlicensing ¢ onelicense covers all.

Tablel3: Microsoft's major strengths anadhallenges

The key capabilities that Microsoft Cloud Apgcurityprovides are as follows:

Discover; It enables the organization tiscover the cloudppsbeing used frontheir cloud
environmentand evaluates the risk of these apps based on more thgpar@meters;

Protectc it provides granular control over data and use through kuilor custom policies

for data sharing and data loss prevention;

Control access to cloud apps based on conditions and session context, including user identity,
device, anddcation;

Compliance; it factors compliance with regulations into the risk assessment score for each
app, and helps to control and protect sensitive files through policies and governance;

Threat detections it exploitsMicrosoft threat intelligence andesearch to identify emerging threats and
user behavioralanalytics to detect MICROSOFT

anomalies It includes templates to

detect ransomware attacks and integrate

with SIEM solutions

Security Strong Positive
Functionality Strong Positive
Integration Strong Positive
Interoperability StrongPositive
Usability Strong Positive
Tableldy aAONRa2FGQa wlkdAy3

Microsoft Cloud App Securitgs part of
Microsoft Enterprise Mobility + Securisyite, provides a welfounded and complete CASB 2 solutitin.
enables the user organization to customieud usage and t® 2 y (i NP € S 0 C

dzZaSNB Q I @0Saa
protect data inthe cloud
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5.7 Netskope

Netskope, which was founded in 2012, has its headquaiitet.os Altos CA USA and offices in the UK,
Australig andIndia. This report coverdletskopeSecurityCloudwhichusespatentedtechnologycalled
bSiGai2LIS Ntishirked toGangdt and control activities acrdssth SaaS anthaScloud servies
as well asvebsites.

Strengths Challenges
Enables granular control over unsanctioned but Netskope has achieved market péarsion
permitted cloud services; in the US but still needs tontinue togrow

Inline and API based visibility and controls;
Stronginbuilt data leak prevention capabilities
fine grained control over social media use;
Detect and control laaS misconfiguration;
Visibility and control ofloud usage vimmanaged
and unmanaged deees

in the restof the world;
Netskope is not yet profitable
Integration with Access Governance systems.

Tablel5: Netskope's major strengths and challenges

The keyfeatures provided by this solution are that it enables organizations to:

Discover Saas, laaS, and web use details and assess risk. Netskope Cloud XD uses big data

analytics to identify usage textreme definitiort (XD) across all SaaS, laaS, and web.

Sewre access to sanctioned cloud services such as Office 365, Box, arathds&fely

enable unsanctioned, businet=d cloud services without the need to block them.

Govern cloud and web use for usersemises, mobile, and remotgsingsecurity and

acces policies in context (e.pased orservice, activity, device).

Encrypt both structured and unstructured data in sanctioned services usingF&EShcryption and the

use of onpremises HSM.

Prevent data leakage from SaaS, laaS, and web with accuracy and precision. Supports more than 1,000
types, more than 3,000 data identifiers, proximity analysis, fingerprinting, exact match, OGihensd

Protect against malicious websitaad blockinfected files. Identify anomalous udeehaviorthat could
indicate compromised credentials, privileged account abase data exfiltration.

Coverage of every deployment architecture offered in the mankeludinglog-based discovery,
introspection,inline as a reverse proxy, inline as a forward proxjine with or without agents or mobile
profiles.

Security StrongPositive NETSKOPE
Functionality StrongPositive Discovery
Integration Strong Positive

Interoperability Positive

Usability Positive

Cyber Security Access Control

TablelsY bSdial2LSQa wkidAay3

NetskopeSecurity Cloughrovides a best of

breed DLP solution that is applicable to

protecting data in the context of cloud

servies. compliance permsecuriy
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5.8 Oracle

Oracle is a major IT software and hardware vendor. In September 2016 Oracle signed an agreement to
acquire Palerra. Oracle has investéghgicantly in Oracle CASB Cloud Service, which was formerly called
Palerra LORIC, by adding DLP and malware scanning, forward and reverse proxy deployment topologies, in
O2yedzyOliA2y gAGK aGNRYy3 SOCHSAINI GA2Y GAGK hNI Of SQ

Strengths Challenges
Support for Oracle Public Cloud including Oracle Integrateswith cloud directories but nobn
Cloud Infrastructure, Oracle HCM Cloud, ERP premises user stores such as Microsoft Active
Cloud, CX cloyd Directory,
Covers laasS including AWS and Azure as well as Documentation only in English with no localized
OCI and Rackspace; versions.

Autonomous threat detection and remediation
using ML & UEBA;

Integrated IRM capabilities plus advanced DLP
including OCR support

Tablel7: Oracle's major strengths and challenges

hN} Ot SQa /ft2dzR ! O0Saa {SOdzaNAGe . NR{ISNIoG6/!{.0 [¢f2
cloud-based infrastructure, platforms&ndapplications across vendors. Specifically, for customers adopting
Oracle Cloud Infrastructure (OCI), Oracle CASB provides visibility, threat protection, data security and
compliance for their OCI deploymentk.providescapabilities covering visibilitgompliance, data

protection, andthreat prevention, across the full landscape of enterprise Cloud Servizesxle CASB is also
available as an epremises solution for customers of Oracle ClateCustomer:

Oracle CASB has several important capabiinielsiding:

Broad support for laaS/Custom Apps as well as &dh% java micro agent for code level

monitoring of custom apps

Detects OCI components misconfiguratenmmd ncludes Smart Policies based on security expertise
are automatically turned on fagach customer to ensure consistent security

User profiling andhreat detection based on Machine Learning ensures accurate detection with low
false positives;

Inbuilt Information Rights Managemeanhd DLRapabilities for unstructured data;

ORACLE

Security Strong Positive
Functionality Strong Positive
Integration Strong Positive
Interoperability Positive

Usability Strong Positive

Tablel8y h NJ Of SQa wl GAy3

Oracle CASB Cloud Senigchkely to be attractive to
Odza 12 YSNA dzi Ay 3 plowides@f S ¢
unique approach to the governance and security o
cloud usage. It also forms part of a wider suite of
security products from Oracle and these products
provide a powerful combiation when used together.
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5.9 Palo Alto Networks Inc.

Palo Alto Network#nc.isa security companyvith a mission to helprganizations worldwide prevent cyber
breaches Palo Alto Networks acquired CirroSecure in 2015, which was later launched as Apégure
integration into the Palo Alto Networks Security Operating Platfatmich added to the Palo Alto Networks
NextGeneration Security Platfornt. K SA NJ LJt | G F 2 NI Q& extehded in 2017 tdlinoludé A G A S
forward and reverse proxy CASB capabdithrough its GlobalProtectoud service. Palo Alto recently

acquired Evidenio and RedLockor CloudSecurity Posturdlanagement

Strengths Challenges

Provides visibility intalata andend-useractivity Does notyet provide inbuilt
detects riskybehaviors encryption'tokenizationof structured data held
Monitors and controlsmovementof data to in cloud applications
external and cloud servicgs Does notyet include UEBA analytics for threat
Integrates with otheiPalo Alto Networks detection.
products to provide extended security Full htegration of the recently acquired
capabilities. products.

Tableldy tlFf2 1tG2 bSiég2NLaAaQ YIFI22N) adNBy3aadka yR OKIftSy3asSa

The key features provided ligese productsare:

Visibility¢ for Shadow I'Palo AltoNetworksGlobalProtectloud serviceand NextGeneration

Firewall providenline capabilitiesto detect, monitor and report onaccess t@nd risk ofa range of
externalcloud servicesand applications. Apertureextends these capabilities via SaaS provider APIs
to provide visibilityand enforcementcross all user, folder and file activity for sanctiowézlidapps.
Policy violations within existing data are proactively found no matter how old the data or share may
be.

Classification and contrelAperture inspects documents fbiundreds of predefined and custom

data patterns includingredit card numbers, SSH kegad Social Security numberg\perture

provides the capability to define granular, contextare policy and enforce control to quarantine
users and data as soon asigkoccurs. Thereverse poxy provides control over access to sanctioned
SaaS appsom unmanaged devices withothe need for access via a portal.

Threat prevention WildFire integrated with Aperture provides threat preventimnblock known
malware and identify and block unknown malware. This prevents threats from sprethdiugh the
sanctioned SaasS applications, controlling a potential insertion point for malware.

Security Positive PALO ALTO NETWORKS
Functionality StrongPositive
Integration StrongPositive
Interoperability StrongPositive
Usability StrongPositive
Table2oy tlFf2 1tG2 bSig2NlaAaQ wl

Overallt + £ 2 G2 bSids2N]
combination provide a powerful approach to
control access taloudapplications They
have a strong roadmap to deliver
enhancements and integration of recently
acquired products
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5.10 Proofpoint.

Proofpoint isa security and compliance compatiat was founded b¥eric Hahn, former CTO of Netscape,
founded the company in 2002. The company went public in April 201fate 2016 Proofpoinacquired
FirdLayersan Israeli company with CASB productis well as acquiring a CASB fhireLayers product was
intendedto enrich and benefit from th&roofpoint Nexus platformThe report covers th€roofpointCloud
App Security Broker (PCASB)

Strengths Challenges
Peoplecentric protection for sanctioned cloud Providedess functionalityn Shadow IT
apps governancehan the market leaders;
Includesaccess governance capabilities; Does not providénbuilt encryption/tokenization
Riskbasedaccess contrahnd analytics of structured data held in cloud applications suct
Threat aware data security; as CRM applications
Third party application control; Does not provideontrol over orpremise apps

Policybasedresponse actions.

Table21: ProofpointQ @ajor strengths and challenges

The key features provided llgis productare:

Visibility¢ providespeoplecentredvisibility into cloud access and data handlirithis makes it possible to
see privilegeand very attackedccounts and theicloud activity. It also identifielles in SaaS thahared
broadly may beviolating DLP rules, their owners and who is accessing .theprovides risk assessments of
unsarctioned apps in use with the capability to control access.

Data security it sharesDLP classifications with other Proofpoint produictenable unified policies. These
classifiers cover a wide range of compliance ned@slicies can be created émcrypt, mask or quarantine
data. Usercentricactivity monitoring revealactivity on compromised or orphal accounts. PCASB can
also automate the control ahird-party add-on apps that pose a significant risk to data security.

Threat preventiorg PAASBcombinescrosschannelthreat intelligencethat spans email, social media,
mobile devices, cloud apps and netwavkh userspecificrisk indicatordo analyze userbehaviorand

detect anomalies in SaaS appsbrings together contextual data about the user dmehavioranalytics to
pinpoint suspicious activity.Policy templates make it possible applyrisk-basedauthentication or reduce
privilegeswhen needed. It also integrates with existidgntity management solutions using SAML.

Security Positive PROOFPOINT
Functionality Positive
Integration Positive
Interoperability Positive
Usability Positive

Table22t N2 2 F LRatihg/ (1 Q&

This product provides a uniqyeeoplecentric

approach to control over SaaS app use.

However the functionality provided is not as

richas the market leaderfocussed on Shadow

IT Governanceln combination with other

Proofpointproducts it provides a useful approach to SaaS secuaity urther integration with other
Proofpoint products is on thevpadmap.
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5.11 Symantec

Symantec isn USsoftware company headquartered in Mountain View, California that specializes in IT
security software and sengs. This report covers Symantec CloudSOC which integrates with other Symantec
products to provide @omprehensiveCASB 2.8olution.

Strengths Challenges
Broad and deep coverage of a wide range of Expaining the different kinds of integration
cloud Apps including G Suite; LINE JARSR o6& a{SOdaNBf S{
Inbuilt ContentlQDLPuses machine learning; While integrated with identity management
Malware protection based on Symantec Threat systems there is little integration with Access
Intelligence and technologies; Governance systems.

User account protection through adaptive
authentication and UBA;

Powerful features enabled through integration
with other Symantec products

Table23Y { & Y| y (i St@yths avd cRafleNdes

The key features provided by Symantec CloudSOC are:

Visibility- Shadow IT analysis for both-oetwork and offnetwork users viantelligentintegration with
SymanteSecure Web Gateway

Risk analysis UserBehaviourAnalytics (UBA) leverages machine learning to automatically maintain
individualized ThreaScore based on user activity.

Adaptive authenticatior, risk analysis can also trigger the requirement for multifactor authentication before the
user can proceed.

Data Security it provides data governance, DLP, malware scanning and encryption-timegbr cloud

application traffic. This is based on machine learrassisted ContentlQ for native CASB data governance and
DLP capabilities, plus the option to fulhtegrate with Symantec DLP for Cloud.

Information Centric Encryption: The ability to have security follow the data; intelligently encrypt data based on
data classificatiomules andrequire enddevices to authenticate to view the data.

Tokenization/Earyption¢ Fieldlevel and filelevel tokenization and encryption, without impactifignctionality

of the cloud app.

Reporting and incident respons€loudSOC collects granular data on transactwitts advanced

visualization, filtering and search femesto enable quick analysis of this data, along with extensive

reporting options.

Security Strong Positive SYMANTEC
Functionality StrongPositive
Integration Strong Positive
Interoperability StrongPositive
Usability Strong Positive

Table2aY { &Yl yiS0Qa wl dAay3

Symantec CloudSOC provides comprehensive
CASR.0functionality throughintelligent
integration with other Symantec products
including Web Security, Malware Protection, DL
Endpoint Protectiorand User Authentication.
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6 Vendors and Market Segments to watch

Besides the vendors covered in this KuppingerCole Leadership ComphsGhoudAccessSecurity Brokers
market segmentthere are several other vendors which either declined participation in this KuppingerCole
Leadership Compass, have only a slight apewith the topic of thiglocumentor are not (yet) mature

enough to be considered in this document.
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6.1 Bitglass

Bitglass was founded in 2013 and has its headquarters in Campbell CA, with offices in the Netherlands,
Australia, Singaporand. NJ T A f @ Ad3traaQa /!'{. Aad& RStADSNBR
cloud. It provides a comprehensive solution that leverages both proxies and cloud service native APIs to
control access to the cloud services and to protect the data imeldese services. The solution includes

inbuilt DLP and data encryption. It currently has a limited but growing customer base and has a relatively
small partner ecosystem, but these include some large partneesgbobalscale.

6.2 Centraya

Centraya is th European Cloud Access Security Brpkeduced by e3 AG a Swiss company with offices in
Zurich and Frankfurt in GermanyCentraya protects organization datadloud-basedCRM, HR or any other
application against unauthorized access or data theft. It provides data privacy for Salesforce, SAP Hybris,
ServiceNow, Microsoft Dynamics CRIYid SugarCRM.

It is a central gateway security solution that runspgsamiseunder fullcontrol of the customer. For

example: when an employee creates a new account entry in a cloud CRM solution, Centraya identifies the
content, encrypts it and stores it in encrypted form in the cloud. The organization defines what needs to be
protected usiig a policy. Wheemployeeneeds to access the data again: the central security gateway
detects the request, decrypts the content and presents it in plain text to the user without the need for user
interaction.

6.3 CyberArk and Vaultive

In March 2018 CyberArkannounced the acquisition of certain assets of privatedyd Vaultive, Inc., a cloud
security provider.Vaultivehad previouslyrovided a stateless networkayer software encryption proxat
was mentioned in the previous version of this report.

Buildng upon the Vaultive technology, CyberAstins todeliver greater visibility and control over privileged
business users, and Softwaasa-Service (SaaS), Infrastructtasa-Service (IaaS) and Platfosams-a-Service
(PaaS) administrators.

6.4 FireMon 40doud

In October 201, FireMon, a Network Security Policy Management company, acquired FortyCloud, a Cloud
Infrastructure Security Broker (CISB) 40Chlahaith is now offered by FireMon

CISBs aran emerging type of solution that takes the concept of C&8Bapplies it to 1aaS (instead of SaaS).
While CASBs are concerned with providing visibility and access control over the use of SaaS services CISB
focussed on the network security issues that surround the use of laaS (Infrastructure as a.SdIViig3

provide the following kinds of functionality:

Network securityc many public laaS offerings provide a partial set of network security
features. The CISB provides software components (e.g. gateways, agents) that can be
installed on the cloud plabifm (and/or at the enterprise network) amtbmplemensthe
basic cloud network security elements.
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Abstraction¢ a CISB provides an abstraction layer that unifies multiple laaS platforms under a
single policy system. This enables mplementation ofa sirgle policy that can be enforced
on all laaS platforms (public, private and hybrid)ttage used by the organization.

Automation and Orchestratiog ¢ K S /ehs{ires@hathe network security policy (that
encompasses firewall rules, identibased accesslles, encryption policies) are enforced on
all laaS platformsised by the organization.

6.5 Fortinet FortiCASB

Fortinet is a cybersecurity company founded in 2000 with headquarters in Sunnyvale CA in the USA.
FortiCASB is a Cloud Access Sedairiigter (CASB) with Cloud Security Posture Management (CSPM)
capabilities. The product exploits the APIs provided by cloud services to provide:

Visibility into the resource usage of laaS together with and control over the service

configuration. Itperform LI I { O2y FA3AdzNI A2y aaSaavySyida | ON
laaS deployment on AWS, Azumad GCP. It identifies risks associated with the insecure

provisioning and configuration of cloud resources. Using the information gathered it

generates compliance reports that list gaps from regulation requirements of supported

reports.

Visibility and contl of over access to SaaS applications and stored data. It connects directly

G2 GKS {IF{ LINROGARSNI G2 FI00Saa RIFGF FYyR FAfSa 2
are validated against data leakage policies and scanned for threats. Existing tidorora
GRIEGE G NBadGé Aa taz2 aolyySR G2 SyadiNB Al YSE

6.6 NextLabs®

NextLabs® has its USA headquarters in San Mateo, CA with offices worldwide. Although it does not have a
pure CASB product that fits into this analysis, its productsigeofunctionality that is very relevant to

protecting data in the cloud. These products include those in its Data Centric Security Suite: NextLabs
Control Center, NextLabs Rights Management, and NextLabs Entitlement Management.

This suite of products prades strongpolicy-drivendata-centriccontrol that covers information wherever it

is stored or processed; including data held and processed in the cloud. Given this focus, the suite does not
LINE A RS &LISOATAO TFdzy Ol A 2y esforipindde ang risRré&tings forisendcask ThR 2 ¢
NextLab&products are based around the XACML standardmngide control through policy enforcement

points which enable the movement of and access to data to be controlled wherever it resides. This is
swpplemented by digital rights management functionality that encrypts data so that, even if there is

unauthorized access the information cannot be decrypted.
6.7 Nexus

The Identity and security company Nexus Group was founded in 1984.itshaadquarters irHagersten,
Sweden Nexuf)#cusison supporting organizations to connect people, services and things in a secure way
with the Smart ID platformThe Nexus Hybrid Access Gateugag softwarebased authentication and

federation product used to enablesure access to digital servioceso matter where those services or users

are located. IOy LINPPARS aSOdzaNB | 0O0Saa G2 |y 2pndlonaddnl G A
addon 2FA service to a different online portal.
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This can be used iveemployees secure and remote access to central enterprise resources, padsed
systemsas well azloud services. The solution is afdtablefor user authentication in online banking; e
commerce and @overnment serviceslt is eI DASompatible and can connect to the respective nodes. By
implementing the identity federation functionalityisets are enabled to log on once to securely reach all
resources connected to the Nexus Hybrid Access Gateway.

Its main objectives are to enforce @ngizational access policies@sudbasedservicesare accessed. It
supports open standards such as SAML and Oaand2zhe upcoming version Open ID Connghtch
ensures that users are provisioned as soon as they access a cloud applicalsosugports a wide range
of multi-factor authentication methodérom OTP to PKI based o factors

6.8 Salesforce Shield

The SalesforcBlatform is extensively used by organizations to improve the service that they give to their
customers. Therefore the platformstoresmanykinds ofdatathat are subject to privacy laws and other
regulations, for example in the financial services indusiigese requirements include the need for
monitoring,control over accessuditingand encryption The data within thesalesforcélatform is heldin a
structureddatabase and previouslythe users of tenant applications havéadno control over the encryption
of the data. CASBs have been the main tool that allowedhntsto exercise control over thencryption of
their dataheld within the Salesforce platform

In July 2015, Salesforce launched Salesforce Shield, a set of Salesforcel Platform services that include Fiel
Audit Trail, Platform Encrypticeind Event Monitoringwith Transation Secuty. This enables organizations

with compliance or governance requirements, and businesses in regulated industries to build &ndted
compliantcloud apps. The key functionality providiey Salesforce Shieildcludes:

PlatformEncryptioncallows cistomersto natively encrypt data at rest while maintaining
application functionality. In addition, customers can manage the lifecycle of their encryption
keys while protectinghe keys from unauthorized access. It also provides a Bring Your Own
Key (BYOKservice with a variety of options for managing tenant sed@tsourcing,

generating andnanaging keynaterial

Event Monitoring gives customers visibility into Salesforce apps, so that they can see what
data users are accessing, from what IP addrasd,what actions are being takeagarding

that data. It also includes Transaction Securitich allowseal time enforcement of
policiesrelating to access and consumption of Salesforce services.

Field Audit Trail gives customers the ability tabgek in time and see the state and value of
their data on any date, at any time for up to 10 years.

As SaasS services extend the functionality provided by their platforms this could erode the potential customel
base for CASB products.

6.9 SkyFormation

SkyFormabn offers a solution that providels y & h LIS NJ /Al 2{ yh&t délivengclowdvigibility and

threat detectionby leveragindhe organizatio® existingSIEM/SOCIt claimdo exploitexisting SIEM/SOC
andsystems such as DLP, IAM, endpoint managenand threat intelligence to cover cloud servicdsis

allows the detection ofhreats by delivering security information and detection rulesioK S 2 NBI y A T |
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cloud services and shadow [Ttlireir SIEM.It provides connectors for a wide range®daS and laaS cloud
services.
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7 Methodology

KuppingerCole Leadership Compass is a tool which provides an overview of a particular IT market segment
and identifies the leaders in that market segment. It is the compass which assistsigtentifying the

vendors and products/services in a particular market segment which you should consider for product
decisions.

It should be noted that it is inadequate to pick vendors based only on the information provided within this
report.

Customers musalways define their specific requirements and analyze in greater detail what they need. This
NEBLRZ2NI R2SayQi LINRPOJGARS Iyed NBO2YYSYyRIOA2Yya F2N L
be done only based on a more thorough and comprehanaialysis of customer requirements and a more
detailed mapping of these requirements to product features, i.e. a complete assessment.
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7.1 Types of Leadership
We look at four types of leaders:

Product Leaders: Product Leaders identify the leagidge prodets in the particular market segment.
These products deliver to a large extent what we expect from products in that market segment. They are
mature.

Market Leaders: Market Leaders are verslohich have a large, global customer base and a strong
partner néwork to support their customers. A lack in global presence or breadth of partners can prevent
a vendor from becoming a Market Leader.

Innovation Leaders: Innovation Leaders are those vendors which are driving innovation in the market
segment. They providseveral of the most innovative and upcoming features we hope to see in the
market segment.

Overall Leaders: Overall Leaders are identified based on a combined rating, looking at the strength of
products, the market presence, and the innovation of vend@reerall Leaders might have slight
weaknesses in some areas but become an Overall Leader by being above average in all areas.

For every area, we distinguish between three levels of products:

Leaders: This identifies the Leaders as defined above. Leag@epsaatucts which are exceptionally strong
in particular areas.

Challengers: This level identifies products which are not yet Leaders but have specific strengths which
might make them Leaders. Typically, these products are also mature and might be {edgkéngshen
looking at specific use cases and customer requirements.

Followers: This group contains products which lag behind in some areas, such as having a limited feature
set or only a regional presence. The best of these products might have specific strengths, making them a
good or everthe bestchoice for specific useases and customer requirements but are of limited value in
other situations.

Our rating is based on a broad range of input and long experience in that market segment. Input consists of
experience from KuppingerCole advisory projects, feedback from cussamséng the products, product
documentation, and a questionnaire sent out before creating the KuppingerCole Leadership Canpess,
asother sources.
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7.2 Product rating

KuppingerCole as an analyst company regularly does evaluations of products/services and vendors. The
results are, among other types of publications and services, published in the KuppingerCole Leadership
Compass Reports, KuppingerCole Executive Viewsjiggp@ole Product Reports, and KuppingerCole
Vendor Reports. KuppingerCole uses a standardized rating to provide a quick ow#mwigvperception of

the products or vendors. Providing a quick overview of the KuppingerCole rating of products requires an
approach combining clarity, accuracy, and completeness of information at a glance.

KuppingerCole uses the following categories to rate products:

1 Security i Interoperability
i Functionality 1 Usability
9 Integration

Security¢ security is measured by the degree of security within the product. Information Security is a key
element and requirement in the KuppingerCole IT Model (#70129 Scenario Understanding IT Service and
Security Manageme#t Thus, providing a mature approaithsecurity and having a wedefined internal
security concept are key factors when evaluating products. Shortcomings such as having no or only a very
coarsegrained, internal authorization concept are understood as weaknesses in security. Known security
vulnerabilities and hacks are also understood as weaknesses. The rating then is based on the severity of
such issues and the way a vendor deals with them.

Functionality¢ this is measured in relation to three factors. One is what the vendor promisedit@de

The second is the status of the industry. The third factor is what KuppingerCole would expect the industry
to deliver to meet customer requirementn mature market segments, the status of the industry and
KuppingerCole expectations usually aréugally the same. In emerging markets, they might differ
significantly, with no single vendor meeting the expectations of KuppingerCole, thus leading to relatively
low ratings for all products in that market segment. Not providing what customers can expesterage

from vendors in a market segment usually leads to a degradation of the rating, unless the product
provides other features or uses another approach which appears to provide customer benefits.

Integrationt integration is measured by the degree iigh the vendor has integrated the individual
technologies or products in their portfolio. Thus, when we use the term integration, we are referring to
the extentto which products interoperate with themselves. This detail can be uncovered by looking at
what an administrator is required to do in the deployment, operation, managemsam discontinuation

of the product. The degree of integration is then directly related to how much overhead this process
requires. For example: if each product maintains its @@nhof names and passwords for every person
involved, it is not well integrated. And if products use different databases or different administration tools
with inconsistent user interfaces, they are not well integrated. On the other hand, if a singlearaime
password can allow the admin to deal with all aspects of the product suite, then a better level of
integration has been achieved.

Interoperabilityt A Y § SNRPLISNI oAt AGe Ffaz2 OFy KFE@S Ylyeé YSIy;
refertotheabilie 2F | LINBRdzOG G2 62N)] 6A0K 20KSNJ Sy R2N&
context, it means the degree to which the vendor has integrated the individual products or technologies

Lhttp://www.kuppingercole.com/report/mksecnario_understandingiam06102011
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with other products or standards that are important outsidetioé product family. Extensibility is part of

this and measured by the degree to which a vendor allows its technologies and products to be extended
for the purposes of its constituents. We think Extensibility is so important that it is given equal status so
as toensureits importance and understanding by both the vendor and the customer. As we move
forward, just providing good documentation is inadequate. We are moving to an era when acceptable
extensibility will require programmatic access through awetfumented and secure set of APIs. Refer to
the Open API Economy Document (#70352 Advisory Note: The Open API E¢doomgre information
about the nature and state of extensibility and interoperability.

Usabilityt usabilityrefers to the degree in which the vendor enables the accessibility to its technologies
and products to its constituencies. This typically addresses two aspects of usathibtgnd user view

and the administrator view. Sometimes just good documentati@m create adequate accessibility.
However, we have strong expectatiomgerallregardingwell-integrateduser interfaces and a high degree
of consistency across user interfaces of a product or different products of a vendor. We also expect
vendors to follev common, established approaches to user interface design.

We focus on security, functionality, integration, interoperability, and usability for the following key
reasons:

Increased People ParticipatiorHuman participation in systems at any level is tighkst area of cost
and potential breakdown for any IT endeavor.

Lack of Security, Functionality, Integration, Interoperability, and Usabiliack of excellence in any of
these areas will only result in increased human participation in deploying andaimang IT systems.

Increased Identity and Security Exposure to Failurereased People Participation and Lack of
Security, Functionality, Integration, Interoperability, and Usability not only significantly increasts,
but inevitably leadto mistales and breakdowns. This will create openings for attack and failure.

Thus, when KuppingerCole evaluates a set of technologies or products from a given vendor, the degree of
product Security, Functionality, Integration, Interoperability, and Usability mtie vendor has provided

are of the highest importance. This is because lack of excellence in any or all areas will lead to inevitable
identity and security breakdowns and weak infrastructure.

2 http://www.kuppingercole.com/report/ch_apieconomy16122011
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7.3 Vendor rating

For vendors, additional ratings are usedoast of the vendor evaluation. The specific areas we rate for
vendors are

i Innovativeness

1 Market position

i Financial strength
q Ecosystem

Innovativeness; this is measured as the capability to drive innovation in a direction which aligns with the
KuppingerColenderstanding of the market segment(s) the vendor is in. Innovation has no value by itself
but needs to provide clear benefits to the customer. However, being innovative is an important factor for
trust in vendors, because innovative vendors are mordylike remain leadingedge. An important

element of this dimension of the KuppingerCole ratings is the support of standardization initiatives if
applicable. Driving innovation without standardization frequently leads to-lodcenarios. Thus, active
participation in standardization initiatives adds to the positive rating of innovativeness.

Market position ¢ measures the position the vendor has in the market or the relevant market segments.
This is an average ratimmyerall markets in which a vendor is &, e.g. being weak in one segment
R2SayQi tSIFR G2 + @OSNER 26 20SNIff NIOGAYy3IdP ¢KAA

Financial strengtic S @Sy 6 KAE S YdzZLIIWAY3ISNI 2t S R2SayQi O2yaiRe
strength isan important factor for customers when making decisions. In general, publicly available

financial information is an important factor therein. Companies which are verftnemced are in general

more likely to become an acquisition target, with massivedriskf 2 NJ 4 KS SESOdziAzy 27
roadmap.

Ecosystent; this dimension looks at the ecosystem of the vendor. It focuses mainly on the partner base
2F I @SYR2NJ YR GKS FLIINZI OK (GKS @SyR2NJ dF1Sa (2
environments.

Again, please note that in KuppingerCole Leadership Compass documents, most of these ratings apply to
the specific product and market segment covered in the analysis, not to the overall rating of the vendor.
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7.4 Rating scale for products and vendors

Forvendors and product feature areas, we usbeyond the Leadership rating in the various categocies
a separate rating with five different levels. These levels are

Strong positive  Outstanding support for the feature area, e.g. product functionality, ostartding
position of the company, e.g. for financial stability.

Positive Strong support for a feature area or strong position of the company, but with some
minor gaps or shortcomings. E.g. for security, this can indicate some gapsgndine
control ofadministrative entitlements. E.g. for market reach, it can indicate the global
reach of a partner network, but a rather small number of partners.

Neutral Acceptable support for feature areas or acceptable position of the company, but with
several requiremets we set for these areas not being met. E.g. for functionality, this
Oy AYyRAOFGS GKFG a2YS 2F GKS YF22N) FSt
others are well served. For company ratings, it can indjcatg aregionatonly
presence.

Weak Belowaverage capabilities in the product ratings or significant challenges in the
company ratings, such as very small partner ecosystem.

Critical Major weaknesses in various areas. This rating most commonly applies to company
ratings for market posibn or financial strength, indicating that vendors are very small
and have a very low number of customers.
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In addition to the ratings for our standard categories such as Product Leadership and Innovation
Leadership, we add a spidgraphfor every vendor we rate, looking at specific capabilities for the market
segment researched in the respective Leadership Compass. FOABB Leadership Compase look at

the following areas:

Shadow Cloud

Data Security

Access Control

Compliance

Cyber Security

Features and functionality provided to discovhetuse of cloud
services from within the organization

The functionality provided by the product to implement data
security controls. These include functionality to discover sensitive
data that is held in or being moved to a cloud serviamtls

may be implemented through detection, warning, quarantining,
blocking, encrypting or tokenizing data

The functionality provided by the product to control access to
cloud services. This may be at a service by servicedgiahg

the ability to prohibit or allow the use of specific cloud services.
They may also enable more finely grained access control based on
individual user identities, devices or transactions.

The functionality provided by the product to support theeuof
cloud services in a way that is compliant with laws and
regulations

Feature and functions to help to protect agaiegber security
risks. Forexamplecontrol over which devices have access to
specific cloud services. It may also provide mechanisms to
monitor accesdehaviorso help to identify hijacked accounts
and malware.

The spidegraphsadd an extra level of information by showing the areas wigrtglucts are stronger or
weaker. Some products show gaps in cer@i@aswhile being strong in other areas. These might be a
good fit if only specific features are required. Other solutions deliver strong capabilities across all areas,
thus commonly beig a better fit for strategic decisions @loud Access Security Brokers
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7.6 Inclusion and exclusion of vendors

KuppingerCole tries to include all vendors within a specific market segment in their Leadership Compass
documents. The scope of the document ist@ll coverage, including vendors which are only active in
regional markets such as Germany, Russia, or the US.
| 26 SOSNE GKSNB YAIAKG 06S OSYR2NBR $KAOK R2y Qi I LILIS
reasons:

Limited market visibility: Themmight be vendors and products which are not on our radar yet, despite

our continuous market research and work with advisory customers. This usually is a clear indicator of a
lack in Market Leadership.

Denial of participation: Vendors might decide on nottapating in our evaluation and refuse to
become part of the Leadership Compass document. KuppingerCole tends to include their products
anyway as long as sufficient information for evaluation is available, thus providing a comprehensive
overview of leades in the particular market segment.
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requested for the Leadership Compass document will not appear in the document unless we have
access to sufficient informatiomdm other sources.

Borderline classification: Some products might haxy small overlap with the market segment we
are analyzing. In these cases, we might decide not to include the product in that KuppingerCole
Leadership Compass.

The target is providing comprehensive view of the products in a market segment. KuppingerCole will
provide regular updates on their Leadership Compass documents.

We provide a quick overvieaf vendors not covered and the@loud Access Security Brokdferings in
chapter6, Vendors and Market Segments to watth that chapter, we also look at some other
interesting offerings around th€loud Access Security Brokearket and in related market segments.

KuppingerCold.eadershipCompass
Cloud Access Security Brokers

Report No.70614
eportio Page500f 52




sKUuppingercoie

ANALYSTS

8 Copyright

=

© 2018 KuppingerColénalysts AGll rights reserved. Reproduction and distribution of this publication in any form
are forbidden unless prior written permission. All conclusions, recommendatemd predictions in this document
represent KuppingerCa initid view. Through gathering more information and performing deep analysis, positions
presented in this document will be subject to refinements or even major changes. Kuppingdi€iiéns all
warranties as to the completeness, accuracy and/or adequachisfinformation. Even if KuppingerCole research
documents may discuss legal issues related to information security and technology, KuppingeeSalet provide
any legal services or advice and its publications shall not be used as such. KuppingelCloteveshe liability for
errors or inadequacies in the information contained in this document. Any opinion expressed may be subject to change

without notice.
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The Future ofnformation Security, Today

KuppingerColesupports IT professionals with outstanding expertise in defining IT strategies
and in relevantlecisionmakingprocessesAs a leading analysbmpany KuppingerCole
provides firsthand vendomeutral information. Our services allow you to feel comfortable and
secure in taking decisions essential to your business.

KuppingerColgfounded in 2004, is a global Analyst Company headquartered in Europe

focusng on Information Security and ldentity and Access Management (IAM). KuppingerCole
stands for expertise, thought leadership, outstanding practical relevance, and a veedial

view on the information security market segments, covering all relevantcspi&e: Identity

and Access Management (IAM), Governance & Auditing Tools, Cloud and Virtualization Security,
Information Protection, Mobile as well as Software Security, System and Network Security,
Security Monitoring, Analytics & Reporting, Governarazel Organization & Policies.

For further information, please contactients@kuppingercole.com

KuppingerColénalysts AG Phone +49 (211) 23 70 7@0
Wilhemstrasse 222 Fax +49(211) 23707711
65185 Wiesbaden | Germany www.kuppingercole.com
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